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Mr. Julius Knapp
Authorization and

Evaluation Division
Office of Engineering

and Technology
Federal Communications Commission
Washington, D.C. 20554

October 15, 1992

-r & \
~)

Re: October 22 Meeting to Discuss ESN Security

Dear Mr. Knapp:

I am writing to confirm our meeting to discuss ESN security
issues, to be held at 10:00 AM on October 22, 1992 at CTIA's
office, 1133 21st street, N.W., Washington, D.C. In particular,
the "Cell Phone Emulator" manufactured by C 2 Plus Technology
presents a potential threat to the cellular industry by
facilitating the cloning of cellular ESNs on a scale heretofore not
possible. In addition, we wish to underscore the importance of
insuring the integrity of cellular ESNs, and review the FCC's type
acceptance requirements for cellular mobile units. In that regard,
I have enclosed a letter from Ms. Mary Anderson to Mr. Frank
Coperich concerning YAESU portable phones.

Common Carrier Bureau personnel have been invited
Mr. Coperich and Mr. Art Wall. CTIA's Eric Hill,
Industry Secur i ty , and Martin Nierwienski, Manager
Support, will conduct the meeting.

to join you,
Director of
- Technical

If you would like any additional information in advance of
Thursday's meeting, please give me or Eric Hill a call at (202)
785-0081.

sincerely,

4I~4?/l~LfC
Michael Altschul .

Enclosure

cc: Mr. Steve Markendorff

Cellular Telecommunications Industry Association
[[33 2[st 51. N. w.. Third Floor. Washington. D.C. 20036. (202) 785-008 [ • FAX (202) 785-072 [
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COWMBIA, Me

November 4, 1992

On october 22, 1992, CTIA and the staff of the FCC's Mobile
services Division and the Office of Engineering and Technology met
to discuss the applicability of the FCC's rules to the NAM
'Elnulation programming Device (ItNEPD1t) manufaotured and distributed
by C Two Plus Technology_ At that me.eting, CTIA and the. Commission
staff reviewed the FCC r s rules, and Mr. Eric Hill, CTIA' S Director
of Industry Security demonstrated to the Commission staff that the
NEPD alters a cellular phone's factory-set Electronic serial
Number.

De,-'\r Ms. Licht:

Ms. Renee Licht
Acting General Counsel
Federal Communications Commission
1919 M street, N.W.
Washington, D.C. 20554

As you can see from the attached letter to C Two Plus, CTIA
has concluded that the alteration of a cellular phone's ESN by the
C Two Plus NEPD is a clear·.violation o.f.section.22.915 of the FCC's
rules. Based on our demonstration and .oUr ·re"iew 'of ·the device~··
-:,rIA seeks the. FCC's written-· concur-renee. ·tha:t---cellular· 'phon~ ..
containing ESNs that .have been lZlodified. by -the--·'NEPO- -(and similar
devices) do not conform to the Part 22 Rules.

Given the importance of this matter to the cellular industry1s
ability to combat fraud, I urge you to act promptly to enforce
Section 22.9~5 of the FCC's rules for cellular service.

Sincerely,

~~~Michael Altschul

Vice President and
General Counsel

t:..L1closures

cc: CfIA Fraud Task Force FUnding carriers
~. Julius Knapp, Authorization and

Evaluation Division, FCC
Mr. John Cimko, Chief, Mobile Services

Dlvision, FCC

Cellular Tel~ommunicationsIndustry Association
1 "I' 21st St. N.W_. 'Third Floor, Washington. D.C- 20036. (202) 7&5-0081. FAX (202) 785-0"721



CTM-----------------

November 3, 1992

Mr. Stuart F. Graydon
President
C Tw'o p~us Technology
31.74 Mobile Highway
Montgom.ery, AL 361.08

Dear Hr. Graydon:

I am.. writing to thank you for your cooperation with CTIAls
Fraud Task Force, and to report on erIAts findings concerning-·tile
C Two Plus Technology NAM Emulation ProqrallUl1ing Device (n~Du).

As you know, our interest in the NEPD directly relates to the ease
with which ce~lular phones with ali:ered Elee1:ronic Serial Numbers
("ESN· 3") can" be used. to defraud cellular carriers. This is
because ce11ular carriers cannot distinguish between a phon~ vith
a factory-set" ESN and programmable Mobile Identification Number
('tMIN") and a "cloned" (or "emulated") phone with the SaIne ESN and
MIN combination. The ce~lu.1.ar industry estimates that its losses
due to a11 types of fraud now exceed $300 million per year.

Based on CTIA's review, 1 including- 'your statement to Eric
Hil.l., CTll' S Director of Industry security I that the NEPD
overwrites the manufacturer'::; orisinal ESN, it is clear that. the c
TWo P1us NEFD alters a cellular phone's electronic serial number
from the unique ESN insta.lled by the manufacturer. It follows (
therefore, that Co cellular phone with an ESN that has been modified
by the NEPD does not comply with section 22.915 of the Federal
Communications commission's rules, and you should be aware that any
indi.vidual or company operating such phones or performing such
alterations cou1d be subject to appropriate enforcement action.

--rhe req:u.irem.ent that each cellular mobile unit must contain a ..,
unique ESN is enshrined in Section 22.9~5 of the Fcels rule~ for

teTIA stUdied the NEPD using the device you provided. We
thorough~Y reviewed your instructions and folloved the procedures
specified by C Two Plus to install any manufacturer's ESN into a
second phone. I have enclosed a sUl1l1llary of the procedures we
followed to install (or "clone") an ESN from an NEe phone into an
Audiovox phone.

Cellular Telecommunications Industry Association
1133 21st Sc. N.W.• Thin3 Floor. Washingtol1. D.C 20036. (20'2) 785-.0081 • FAX (202) 785-D721

/'
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cellular service.:! On october 2, 1991, the FCC unambiguously
stated that rr [p]hones with altered ESNs do not comply with the
commission r s rules and any individual or company operating such
phones or performing such alterations is in violation of section
2269~5 of the Commission's rules and could be subject to
appropriate enforcement action. 113 The FCC established its rules
governing ESNs because the requirement that each cellular phone
contain a unique. ESN is critical to the cellular industry's ability
to render accurate bills and control fraud.

There is a direct connection between the enforcement of section
22.9lS of. the FCC's rules and the industry's ability to provide
high quality service to cellular customers. The cellular
infrastructure requires that each phone contain a unique ESN; as a
corollary, the cellular industry cannot accollUllodate two (or more)
phones with the same ESN. All current and future technical
standards used to interconnect cellular systems to . provide
"roaming" service to customers rely upon the uniqueness of each
mobile unit f s ESN. Shared ESNs disrupt billing mechanisms and
circumvent fraud detection programs.

Because eTTA considers the alteration of a cellular phone's
ESN performed by the C Two Plus NEPD to be a clear violation of
Section 22.915 of the FCC'S rules, we are sending copies of this
letter to our member companies and communicating our findings to
the appropriate officials at the Federal COID1Il.unications commission.
Because the NEPDand C Two Plus I S marketing of the device"" has the
potential to undermine the. very basis of cellular se.curity and
disrupt the indUStry's efforts to combat fraUd, we are urging the
FCC to act promptly to enforce its rules.

ZIn 1983, the Technical standards Branch of the FCC's Office
of Science and Technology issued the IICellular System Mobile
Station-Land Compatibility Specificationtl in CST Bulletin No. 54.
Paragraph 2.3.2 specifies that If[t]he serial number is a 32-bit
binary number that uniquely identifies a mobile station to any
cellular system. It must be factory-set and not readily alterable
in the .~ield." As the enclosed FCC public notice exp~ains, the
s·pecifications set forth in paragraph 2.3.2 of OST Bulletin No. 53
are incorporated into Section 22.915 of the Commission's rules.
See October 2, 1991 Public Notice, "Changing Electronic Serial
NUIDbers on Cellular Phones Is a Violation of the COIlJJIlission r s
Rules", (FCC Report No. CL-92-3).

3 I d.

~he enclosed C Two Plus marketing brochure, "Quick Reference
Taken From FCC Rules and Regulations," is false and misleading. It
asks nIs CELL TWO PLUS Emulation Illegal?" and then states uThe
CELL TWO PLUS feature is not specifically mentioned in the FCC
Rules as this technology was not developed at that time... lt As I
have noted, Section 22.915 of the Commission's rules affirmatively
prohibits ESN cloning.



CTIA does appreciate your cooperation, and I invite you. to
discuss our findings with me or Mr. Hill. Now that our review of
the NEPD is complete, CTTA is returning under separate cover the
equipment you provided.

Sincerely,

/btJJl~<
Michae~ Altschu~

Vice President and
Ceneral Counsel

Enclosures

ce: CTIA Fraud Task Force FUnding carriers
Ms. Renee Licht, Acting General counsel, FCC
~: Ju1ius Knapp, Authorization and

Evaluation Division, FCC
Mr. John Cimko, ChiQf, Mobile Services

Division, Fcc



summary of C-Two-Plus Instructions

16 Data obtained from C TWo Plus must be programmed into the
phone.. In the case of the Audiovox CMT-420 phone, the data is
programmed into the first four "Systeln ID Inhibit" locations.
The data consists of four numbers, each with five. digits. C
Two Plus generates these numbers from two customer-provided
ESNs: the factory set original ("primary") ESN associated.
with the. phone and the se.condary (Itcloned lt ) ESN associated
with a different phone.

2. The phone I S factory-installed firmware chip must be removed.

3 • A chip provided by c TW'o p~us must be placed in the NEPD, and
the NEPD must be connected to the phone by inserting a cable
into the same 1ocation frol!1 where the manufacturer's original
firmware was removed.

4. After powering the phone for twenty seconds, then powering
off, the NEPD is removed from the phone, and the
manU£aCturer' s original firmware chip is re-inserted into its
original location.

5. If the programming procedure is done correct~yI the mobile
unit d.isp~ays error message nO~II. If no error message
appears, then the procedure was done incorrectly and must be
repeated.



...~ . CAN I TALK BETWEEN MY MOBIL.2; PHONES? NO! Thh vould bl;J considerlid ::l

"arty lin•• or ~laQt-Call' situa~io(l ""hich ..... s prottioitod un<1or FCC Rules.

If both phon95 aro 00 at thu sarno time and ono trios to callout, tho firs~ one
pressing the SENO key grubs 't:l'\o line ond locks t.l'lo· othar one(:.;) aut. If Cloth are on

and 0 cal.l comes in. the to-er- equipm9n~ cannot handlo mUl~iplB an~ers on one line
011d you may 1058 the call.

fCC

(Page 22672] 6. SERVICES: 193. Tho final decision in Doeket No. 18262 imposed NO
RESTR~OT~ONS on cgl~ular system provision of dispatcn serv~ces. EXCEPT FOR FUEET-CALL
DISP~TCH. We conc1uded ~at if cellular systems cou1d. through nQtural oconomi~.

provide l~r~riced di~pqtch sorvices, TH~ PUSLIC SHOULD NOT B~ DENIED THAT BENEFIT.

(Page 27679] 22.!il" PERI'a:SSIELE COfltl'lUNIC.lTIONS Ca) Il'Iabile stations in tilts
servico ere eutl'lori.zed to c~uniccrt:o 'taTH AND THROUGH BASe: STATIONS ONLY. (d)
Generat and dispa~ communications are permit~Qd on ceL~ULor systems. Ponding
~urthe~ inve~ig~10n by the ~ssion, "fluQt cCL1" dispa~~hin9. in ~hi~ a
dispatcher S~LTANEOUSLY ~NICATES ~th ~ltiple'mobile uni~, WILL NOT e~

P~TTED except on a developmental ~osis.

(Page 22672] 11 •• [PARTY LINE/FLEET CO/"I'IlUNICA'TIONS F'ROHIBrTE)] (2) boccu~e "the

mobile units ~u1d each require a separate voice channol, while a eonventional system
could operate over singlo channel.

0.. IS CELt, TWO PLUS EMULATION ILLEGAL? The CE:LL T"a'O PLUS f"ootuN is
not specifical;ly mantiQn~ in 1:1'Ie FCC Rules ~ ttli5 te<:hno1ogy ....as not doveloped at
that 'ti.me, ha-vor-, REGULATORY STRUCTURE anticipato5 Stete Of The Art imprQvemonts:

FCC

[Pago 27S71) WQ ere ostCbli~~in9 a regulatory structure under ~ich a callular sy$tem
o~e~tor, once authorized, viLl neva considerable ~r&Odom to adapt its $Yst~ ~o

gr-gwing or- changing demand. FLEXIBILrTY TO ADAPT TO CHAHG~ IS INHERENT IN niE
CELLULAR CONa!PT A.NtJ '-N APPROACH REQUIRING ~NY Il10RE PAPERWORK OR PRIOR APPROVAL THAN
IS ABSOLUTELY ESSENTIAL ~GHT D~STROV THAT ~LEXIBILrTY. Acc~rdin91y. once Q cellular
service arva has boon ~~ab~isnftd, the system operator ~i11 ~e able to modify its
systftm without sUbstan~ia1 oversight. as long as it servos tho ~ area.

(f"a 9 Q 27666] 56. A e.~l.ular system operator is a cOImX)n carrier c:md no-c uwrely a
customor; ~n~er-eonngetion Qrron9~n~~ ~hould therefore 6E REASONABLY OESIGNED SO AS
TO MINIMIZE UNNECESSARY OUPLICATION OF ~it~hing facilities and the ASSOCIATED COSTS
TO THE ULT~TE CONS~R.

[Pago ~672J ,g3. ve (FCC) concluCod that i~ cellular $yst~ could, thiQugh natural
ocon~ies. prov~de l~r-pricod di:potch servi~ss. THE PUBLIC SHOULO NOT BE DENIED
THA.T BENEFIT.

(Pogo 22072] D. CONCLUSION 112. CELLULAR SYSTEMS SHOULD BE CAPABLE OF ADAPTING TO
CHANGrNG euST~R OE1'V-NOS ~NO AOYANCI:NG TECHNOLOGY. Licans4J4J$ in uli$ .uiVic8 '!(ILL
HJ.V;;: TH~ R~SPONS1:BILITY to ADAPT to t.tlt' CH-'NGING I"U.R~ ENVIRO~.
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ahn page 1

From jcjccb
From: jcjccb@ccbmsd.UUCP (John Cimko)
X-Mailer: Altos UNIX System V Mail (version 3.2)
To: ccbmsdfjrntccb
Date:
Status: R

FEDDS MESSAGE BEGINS HERE »>

Sender: ccbmsdfjcjccb : John C.
Date:
Subject: Cellular Phone ESNs
CC: mcpccb slmccb Primary: jmtccb
RR: y

Jim:

Mike Altschul tells me that he sent a letter over here after the briefing we
attended on the ESN tampering problem, asking the Commission to express its
views on the legality of this tampering. He says the letter was referred to
OGC, but they inform him they have "tasked" the letter over to MSD for a
response.

Mike is anxious to get a response that says that, as a general matter, any ESN
alteration runs afoul of our rules (we have already said something like this in
public notices).

John C.
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FEDERAL COMMUNICATIONS COl\l1\USSION
Washington, D.C. 20554

January 15, 1993

In Reply Refer To:
1600D-ThIT

Cellular Telecommunications Industry Association
1133 21st St., N.W., Third Floor
Washington, D.C. 20036

Attn: Michael Altschul

Dear Mr. Altschul:

This is in response to your letter of November 4, 1992 concerning the applicability of the
FCC's rules to the NAM Emulation Programming Device (NEPD) manufactured and
distributed by C Two Plus Technology. You ask for Commission concurrence that cellular
phones containing Electronic Serial Numbers (ESNs) that have been modified by the NEPD
(and similar devices) do not confonn with Part 22 rules.

In our Public Notice of October 2, 1991, Report No. CL-92-3, we stated our general
position that "phones with altered ESNs do not comply with the Commission's rules.... "
We also stated that' 'any individual or company operating such phones or perfonning such
alterations is in violation of Section 22.915 of the Commission's rules and could be subject
to appropriate enforcement action." Section 22.915, entitled Cellular system compatibility
specifications, generally sets forth the standards of cellular operation as reflected in the
Cellular System Mobile Station-Land Station Compatibility Specification (April 1981 ed.),
Office of Engineering and Technology Bulletin No. 53. The bulletin is contained in
Appendix D to the Report and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

It is a violation of Section 22.915 of the Commission's Rules for an individual or company
to alter or copy the ESN of a cellular telephone so that the telephone emulates the ESN of
any other cellular telephone. Moreover, it is a violation of the Commission's Rules to
operate a cellular telephone that contains an altered or copied ESN.

ohn Cimko
Chief, Mobile Services Division
Common Carrier Bureau

l
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Congress expected to unveil
~vised guidelines for wiretaps

I

L
I

By Jeffrey Silva
WASHINGTON-Sen. Patrick

Leahy, J)-Vt., and Rep. Don Edwards,
J) Calif., within weeks are expected
to introduce a significantly revamped
\'ersion of the controversial, digital
telephony wiretap legislation pro­
posed by the administration earlier
this year.
So~rces say identical bills will be

ofTered concurrently in the House
and Senate that, among other things,
set wiretap standards for common
carriers and put in place enforcement
mechanisms.

However, imposing a $1O,OOO-a­
day fine on wireless and wireline
common carriers for noncompliance
and other provisions originally
sought by the Federal Bureau of In­
vestigation are expected to be wa­
tered down in the revised legislation.

Getting digital telephony wiretap
hills introduced would be a big victo­
ry for the FBI. In recent years, it has
failed to overcome opposition from
lawmakers, industry, civil liberty
groups and others who fear privacy
rights will be compromised by mak­
ing eavesdropping easier for law en­
j',rcement.

Imposing a $10,000-a­
day fine on wireless and

;reline common carriers
for noncompliance and

other provisions originally
sought by the Federal

Bureau ofInvestigation
(1 re expected to be watered

down in the revised
legislation,

Leahy and Edwards, who head ju­
diciary subcommittees in their re­
spective chambers, held joint House­
Senate hearings on the FBI's digital
telephony wiretap proposal earlier
this year, and themselves expressed
that concern.

The FBI, for its part, asserts legis­
lation is needed because new tech­
nologies are undermining its ability
1.0 carry oul. court-authorized elec­
tronic surveillance to combat crime,
drug trafficking and international
terrorism. The agency insists im­
provements to wiretap laws encom­
passed in the Electronic Communica­
tions Privacy Act of 1986 are inade­
quate

As such, the FBI in 1994 found law­
makers perhaps more willing to lis­
ten as violence in this country
reached epidemi<: levels. Another
reason Congress might be more will­
ing than before to work on a digital

'phony bill is FBI Director Louis
-,eh, a Clinton appointee who

seems to be widely respected and ad­
mired._

i "I think that we'll see a law this
, year: predicts Thomas Wheeler,
! president of the Cellular Telecommu-

Inications Industry Association.
Wheeler said the legislation must

~,~!,~:~,:,_ll{'\\' 'nl' l('h cl·l1111:l r s\\litch-noTt

ap'";city is necessary for wiretaps
and how roaming calls being wire­
tapped should be routed. He also
wants the cellular fraud problem ad­
dressed in the legislation.

Wheeler said because cloning a cel­
lular phone's electronic serial num­
ber is not illegal, something he wants
changed, law enforcement officials
face the prospect of inadvertently
~-~--_.__._._.:.--,-_.-."",,-- ~~_-:-:-._. -..

RCR

tapping into conversations of people
not subject to the wiretap. The possi­
bility of that happening would be di­
minished if the cloning loophole were
closed, he noted.

While the administration made
headway on one front it lost ground
on another. Dr. Matthew Blaze, a
computer scientist with AT&T Bell
Labs found a flaw in the Clipper
Chip, a key escrowed encryption
standard the White House swears by
and wants the federal government,
telecommunications industry and
American public to adopt.

AT&T is one of the first companies

!I

tc . ;l;pj.l- () pri-
V .. J' ,-r"\' , .~'L,. :ans-
pur~taL.2 ~,~:~I.t.. '-;f JJlt~,rie. A
spokesman said the firm has no plans
to abandon the encryption algorithm
developed by the Commerce Depart­
ment's National Institute of Stan­
dards and Technology, the National
Security Agency and other federal
agencies.

The two keys needed to descramble
the Clipper Chip are to be held by
NIST and the Treasury Department.
The chip has attracted the same op­
ponents active in the digital telepho­
ny wiretap measure.
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(
fRAUD AlERT BULLETIN 9.1--01
MARCH J, 199..&
P,-\CE J

ellAn"ANOOGA TRIAL RESULTS

YOU WlLL RECALL FROM TID; LAST FRo\UD ALERT BULLETIN WE REPORTI:D ON A
COUNTIRfEIT PHONE 11UAL HELD IN CHATfA1400GA AT WHICH TIME TBE
DEFENDANT RECEIVtD A GUll.n VERDICT. SENll:NCING WAS PASSED DOWN IN
JANUARY AND BE RECEIVED A TB.R£E YEAR PROBAnON AND ORDERS TO MAKE
FINANCIAL REsnrtJnON.
------~-~----------------------

EXTENSION PHONES - C2~ TECHNOLOGY

ALTHOUGH nns TOPIC HAS BEEN DISCUSSED Bom!1'l PREVIOUS fRAUD AlERT
BULLE11NS AND IN ALL OF OUR FRAUD AWARENESS nw:NlNG SEMINARS.! RECJ:M
PHONE CALLS Ql1lTE OrrIN FROM [Ml'LOYEES WHO IrAVE NO KNOWLEDGE or
THIS AC1MTf. FOR TRE BENEID OF raw EMPLOYEES AND mOSE WHO RAVI
NOT READ OR B'EAJU) ABO UT TBlS PROBLEM. I WC;>ULD LIKE TO ADDRESS IT ONCE
AGAIN.

JC2+ n;~OLOGY IS A COMPA.NY OUT OF MON1'GOMERY, ALAJMMA. WHO HAVI
. BEIN PROV!DtNG "ExnNSION PBONIS" FOR QurrE SOMETIME NOW. T1lEY HAVI

ALSO SOLD DlSTlltBUTORSIDPS ORfltANCIDSES TO LIrIRALLY HUNDREDS OF
INDIVIDUALS AND/OR COMPANIES THROUGHOUT THE tJM'IED STA.1"IS AND CANA.DA,

THEIR BUSINESS APPROACH IS TO LURE LEGITIMATE CELLUI.AR CUSTOMERS INTO
BUYlNG PBONIS FROM THEM TBAT CONTAIN TB:E CUSTOMER'S EXACT MOBILI
NUMBER AND ESN COMBINAnOH OF THE PHONE TDY ARE CURRENTLY USING. NO
MATTER HOW YOU LOOK AT IT. TB:E DUPLICATED PHONE IS A aONE OR
COUNTERFEIT. THEIR ADVERTlSlNG S11tISSES tBATAN EXIENSION PBONE
ALLOWS A'CELLULAR USER TO HAVE MULmLE PHONES. YET P.'Y ONLY ONE
MON11ILY SERVICE CKARGE PtR MONTs: TO THE CELLULAR CAJUltER.

TBE FCC STATES "rr IS A VIOLATION OF SECTION :Z2.ns OF THE COMMISSION'S
RULES FORAri Il'OHVIDUAL OR COMPANY TO ALTER OR COpy nrE ESN or A
aI.LULAR TELUBONl: SO l'HAT TB"t TI:LUBONE EMULA.TES lXE tsN or ANY
OTHER CELLULUl TELEPBONE. MORtOVER. IT IS A VIOLATION or1U
COMMISSION'S RUUS TO OPERATE A CELLULAR TELEPHONE 'IlIA! CONTAINS Ali
ALTERED OR COPIED ESN."raoWEVla. THE FCC lIAS NO LEGAL EMPOWERMENT '
OVER TBr.SE INDIVIDUALS OR COMPANIES ASSOCIAn:n WlTB C2i-TIClINOLOGYi
NOR IS THERE A UW OR STATUTI COVERlNG THIS TYPE ACTlVIl'Y.

CURR.El'O"LY, WE RAVE NO LEGAL RECOURSE AGAINST THESE PEOPLE.
J

IN un: REaN'Il.Y PUBUSH:Ell FCC :-iOl1C:E OF PROPOSED RULIMAKING. T.HIS WAS
ONE OF MANY SUBJ"EC!'S ADDRLSStll. C!:RTAINLY. B£LLSOUTII C1:LLUL\.R. .4l.0NG
WTI'R OTB:£R C•.utRI.£RS AND TnE C.T.lA.. HAVE SUlJMrITI:D REPLIES AOAMANTL"
STATING rm; OPINION TB:AT C!LLULA.RSEJW1C~ WA!3 DESJG:rED 'TO OP£RAn ON
TBE BAStS l'BAT 'tACH Cl:LLUL\.R PHOME WOULD 8AV£ AUNIQUE MOBILE NUMBER
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It ~IGHT

,aWe understand that ii is incumuen:'
on liS fo establish end mcintain G1

Uicensing process as learl as we ca~'J

make if••• II says John Cimkc, chief
of the FCC's Common Carrier
BureCJ~r5 Mobile Services DJv'sion.

5i

tle:i 1,', e ~lJ·.e .l~ u'<~rSee::1S

the operations of :he inJus­
try are being met.

Should the FCC be doing
more til combat cellular
fraud?

~s:,ib!i:--::l :::~l~ iT~d.:,·:~;:l .1 ::­

cf'n~i:~': ;:!"(1(~:'S ;j$ :P,lil :~s

n1Jr~t::~;Jle (~~·,-·~TL1~:ds. Rec·
ogniZln.: ;~,,;. "e clllJerstalH1
that il is 111ClJr:.hent "11 us to

From the Commission"s end
a couple of things are go­
ing on ...1" little over a year
ago the Commission re­
leased a public notice which
drew atle;Jtion to this prob­
lem and indicated that any
tampering with Electronic
Serial Numbers (ESN) on cel­
lular phones violates Com­
mission rules. In addition to
that. Ihe Part 22 r:.Jlemaking
proposes further changes to
the rules Ihat set out in more
detail ",'hat manulacturers
are expected to do when
producing cellular phones,
how the integrity 01 the £SN
is to be mainlained, and how
phones should be desi!olned
to minimize tampering. wilh
a view to .....·ards gelling a han­
dle on this problem from a
regulatory perspective.

l
One of the di!ficufties we

f,,~\> 15..1~ :.~ct that the '"had
g':!j's - are not lict'nsees .md
~_~~irectly subject to

\

oYf jurisdiclion. This serves
as .1 mns/rainl on the kind 01

I
· re!{ulatury steps .... 1' can tdke

to solve this prohlem. :'lone­
I thdess" ...... e·re tryinR to draw! ilttl'nllllll to lhe issue in Ihe

Part n rulemakillll and will
try 10 lake action there.

What arc yOIl hoping to ac·
complish with lhe propused
rewrite of Part 22?

\... II ~l.· .'•• ~:, \ : :, l'

J think we have two major
objectives. One is to further
pursue our goal of making
sure that spectrum is being
efficiently utilized, Thal is
one of our principal respon­
sibilities as regulators. I
think the Part 22 rewrite is
another chance for us to
look at this question overall.
Do we have practices ill
place that achieve that efli­
ciency~

,.\ second broad object ive
is to look at our o.....n proce­
dures. the way in which the
licensing process works, the
way our processing rules
work, the way this Division
functions. and assess the ex·
tent to which that ran he
streamlined and made more
efficient. Can the rules be re­
vi~ed in ways that reduce
the kind of burdens lh<lt ap­
pi ic alll s anti liu~ns...·s Llct'
whell goillg through thaI
process" We understanc1
that as we pursue the gOill
Oli.(willl·r compf'!ition ill Ihe
nMrkelpl;JCt'. line of the !lur­
dt:llS it puts 011 our Division
ilnd the Commission is Ihat
we !lIve competitors the abil·
ity to adapi Quickly ilnd re­
spond Quickly to what the

prl)ac~ Cilliinr::;a 11.1S tak'.'11
\\e foal'e il1itiak(~ liJ~ PCS
rtJlel1l;\kir.~ ;IS ;l m"ans "I in­
rr~l;t~il1g (lll:~pt<:ri{)n Th~re

i~ ~lll di~a~~'et'~~:1t (','er :he

sinn has. in large )Jart. ;11­
ready achieved ilnd contin­
ues to improve upon.

What i~ your opinion on the
California PL'C"s r ..rent de·
cision in the Cellular all to
pennH resellen; 10 prO\'ide
5witchin\t funclions?

I" tl'rms 01 my own view of
thaI decisioll. certainly the
FCC ~h;IT{'S I he same objec­
tive of fostering a competi­
tive marketplace. I think Ihat
a poinl thaI deserves empha­
sis ;\t the olltset IS that the
FU' loo\( th.lt sh'P Initi;lIlv
when it set up t he regulatory
rl"gime in n"llular bv est ;11,·
lishill~ head·to-lleat! (ompt'­
tit Ifill lid''''''''''' ,';lrri,"rs ill th..
S,lIlIt' ct'lllllolT 1ll,IIk,'l

.....·ouhl sav that the Commis·
sion IS poinlinl/ to iI <lilferent
'''lite lo ..... ards ., .. hi"vin~ a
grealer level of compelition
roll her than t Ill." I vpe of a p-

h~\-J;l:': :1 \ l:t"dl \',:: ,",'•. :

\\e lleed w 1I;1'·e rule'; III

place.
The last item I would like

tn men:ion is th~ pending pt'­
t:ti('11 !~nm T"locator ask;r.~

the Com:nlssiol1 II) inttiate a
rulemaking w'hich would
allo,,' cellular spectrum to be
used on a priv,1:e carriage
basis. I'm nl,! here tll advo­
cate an outcome in this rule­
making one way or the other.
but I did want to dra'" atten­
tion to it as something im­
porlant on our agenda. \";e
want to give parties an op­
portunity to comment on
what TeJocator is talking
about.

file (p!nnlj~:';;Pl1 1'~:;liJ~'e 1:.'-'

appr'!adl ,_irh resp<:c: :0 th~

rules '!o\'erninl! relll",·:\is. ft·~

i;nplln;!I:t t:lt11 .\ t' _'t~! ~ e~I.':l1·

Whilt is on you r agenda (or

tlu.. next fl~W lIlonlhs con·
cnllill~ the cellular indus­
II.,,·'.'

1;1 IIII~ ,:,xc!t1:,i":e imt>n·;e,,·
witll Lou \lal1ll:;I. \\ashillC!­
t"11 burl':HI chi"f for Cdlular
\1", 1""fllI~. .Iohl1 (iillk" dls-

" l:"':'t', :~I' ··,··..~··!.~:.Ir·: l"!:·
I !1. ': ' I, 'I' I ; I • _.. t' .; f : C': ; :'~' ~-;-.;~ 1I ••

.Ii ~"lllJlIlJ;:It:ol:lull' ."i'·f\jl"CS

(l)(~).

L e mentiOIl four things
t!Jal ;Ire itt the head of the
list lor ri~ht now. aile is the

~ pending Part :!:! rulemaking.
We have begun wort review.
ing the comments, This is
m';Jr or at the top 01 the list
jill erllls 01 priorities. It rep­
resents a comprehensive re­
visil ing olnd r~working 01 our
rtllt:s <lUG gives an uppnrtuni­
l~' In the Commis~ir>n and
lilt· industrv to lucus 011 how
t he rules I;ave '''Hked ;Jnd
how they need tu be ,ida/ned
in order 10 ;lI.:curnmlJ(/ate the
changes that IJitve occurred
so rapidly.

(Jlher Ihings on OllT al!t'n­
dOl III Ihe near term Illcillde
I he taking 01 appli(ill iuns fur
unserved areas. \\ ... are dose
to coming out with a public
Ilntke which will indicate
tll.lf wf,'11 lit' 1;II,inl! Svstem
illf.'rlll;'linll lIP(l;ltt'~' and
"III I""~in 1" MCf'pl ;Ipplt,·,l­
11"I1S IJl Ft'hrllarv or \1.11\11.
TillS i~ ,,"t' 01 til" I.,sl ~t,'ps

f 1!,'lt illt: ~"""'t' t'v,'r\"-
I" JI) ,II" C4lll"frv \\(.-rf~

.111\'"11:-. fo hrll1~ It tu
'r, J i I j"ll

\\',. It ,1\', , 1111 r",·onsidt'ra.
lillll illl ISSlIt' ilS '0 II""" Ihl'
T\'ll,'w,11 IHII(('sS will work

!'.HI,,·, .Ht' ;"""r.. 'i'lI~ thilt
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C2+ CHALLE1iGES CTTA ACTIONS IN CELLULAR "EMULATION" CASE
Alcoat a year aio (see cs!H, April 1992) V9 Ye~8 the

!1rat publication to write about a Dew "'0 hi,ticated
aortvate" from Cellular-Tvo-Plua Marketin C2+ vhich makea it

or more hon~s on one number but ~h1ch does not increaee the chances

r:TWO-FERS I

. ,~That's what' appen, n 8 an n. ne VOl' • . . . .. _, ... : .... _- _.. , ........, .. -

~ .ollllwhat similar seezulrio a ears t'o be occurrinon the 'nell' vi relese network. The,:I ulti~ate outcome lII'y once again be determined y t e courts.
Here .re~the players: On the one side, you tind the oellular industry as represented.

by the C.11~lar Telecommunications Industry Association as vel1 as individusl carriers
aotin, ont~eir Own behalf. You al.o have ~8jor cellular ~anu!acturerB such a$ Kotorola.

On the otber aide, lOU have a emaIl, entrepreneurial company kno~ aa Cellular Tvo
Plu. (C2+), lI'hich h... 0011' up lI'ith. vay to "legally" '(its term) put 2 oellular telephones
on the Same phone number.

"Bot allowed! ,. ahout the CTIA ,t.1. "Why not?" aske C2+. "BeeRun it 'e 8eainst FCC
regulations," '.Y8 the cellular industry.

Yea, indeed, there 1a a reeulation on the books that aaya, "[The ESN] uniquely
id9Dtifies a mobile-Itation to any cellular oyatem. It must be factory set and not
. \11y alterable in the field. The circuitry that prOVides the Berial number muat be
19~1.ted from fraudulent contact and tampering. Attempts to change the aerial number
oircuitrz .hould render the Aob11e atation inoperative.,r

CTIA alleges that C2+ i8 Violating this regulation. It oite. a8 its authority an Oct.
2, 1991. "public DO;ioe" from the FCC Itating that "phones with a~t~~~G ES~a do not c~-E!l

,.!1 t h the Co~iseion~ ru1.e_15_ and any individusl tit .. A"l1"!':"~~t' OtiP - • • 'l:i 1(' :.;"hQ::'~ .. :.'



C!:LLUW SlLES a JURKETaC 9 larch 19':1)

ere ", ~o be Qn!orC~I1l~::lt 1.r. the legal 'senss, tae .ction. may have to oOllle throubJ-l
the court system ~ather than the FCC. ac=ording to BtiY~ Xarkendorf~ chief, oellular'
bre.::lch, mobile se:-viceedivilion cf the FCC. "1 don't boll' if ve cs.n u.y what C2+ 18
doing 1a 'illegal,' but fro~ whet ve've eeen or it, it is not in acoord with FCC rulQS And
re~~lation&," Karkendcrf said in an interviev with CSaM. hSubsoribera do not have a
r ieee Th~y are operating under tb~ lioense of the carrier. C~rrierB have the ri~~t to
knu~ what goes ov~r their Detvork. This has nothing to do with the FCC •••• They [C2+J are
not 8 licensQe, eo ••. if :t's dete~ined to be a violation, ••• the Justice DeDert~ent youla
heY! to 0 after them. .". .

'We .r~ working clceely with tb~ PCC on 5~m~ pbsBible enforcement issues,· CTIA
director of 1ndu8try security Eric H~ll told us. "Several state 8tatutes govern the
qu~stion of an individual r.ceivin~ services witho~~ payiog for tbem •••• B~t the clearest
issue is that FCC rules e.re heini: y~ohted. ,

To C2+ a~d its attorneyE, wha~ i5 at stake is not just an alleg~d violation of an FCC
regulation.

+ ra see consumer and c~mpt!'titive questions," B1Wllent'eld :laid.
"Furthermore,if C2+ ia Yiolating an FCC rt;~"Jlation, enforcement .hould COllle from the FCC,
not from an 1nJull ~g trade group. .'. ... ." " . .

"But, " he continued, to allege that C2+violated.& rerulation "is not the answer.
That's the problem.... It' I'%!i'a' consumer and r'waut- an'e%tena1on ~phon8.... ~ne AlDerlc"an va
i. tbat if it be-nen te the couumer and dOe5n' t harm the carr1er "orths"I1,tvor then -
8 ould e able to buy it. Cellular-Tvo-PluA X.rketine, 448 S.·~avrQnce St •• ~ontgomery,

it 36104, 205/264-0264.) - .
.~-,=----



Exhibit F



c.....r.llMr_
1600~ ~lh A_
~OR972Q1

October 22, 1992

CELLUlARONE"
,AIAGr,.,·c .'JO UMITS

TO;
FROM:
SUBJECT:

All Authorized DealE!r5 and Retailers
Neil Grubb, District Manager, Sales &; Distribution
Cellular Two Plus (C2+)

Some ot you may tulve recently read advertisements or received literature (rom Cellular
Two Plus (C2+) or their local distributor Twin Cell. The company promotes the concept
of "multiple phones on one number." Through their 'NAM emulation progranuning
device" the company advocates the duplication of a mobile telephone's ESN in a second
mobile telephone.

We believe Uus activity to be mega!. Further, since C2+ appears to be in violation of the
F.e.C. rules, companies that participate in this type of activity could be held accountable.
I have attached a Public Notice letter from the F.C.C. that addresses the altering of ESN's.

We feel strongly that these types of products encourage fraud and distribution in McCaw
ct:lluhu markets will not be tolerated.

Please see your Dealer or RetaU Manager if you have further questions or information
about the distribution of C2+.
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TO

rROM:
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FEBRUARY 1>, 1993

nt~1'Rl BU11(IN

TODD rOllNG i~~\
' ..

r:ee Rr.SPONSt~ n.r:(jARDING CELLULAR "CL.ONlNO AO~N""S"

---_..._--- ._.._--- ---------..----_ ..
In rhC' I:\"t vMI, r hl\ve rtc,'i\'~d '1\I",cr''l''~ I"quirl..~ from rnltrk't n13n:1~~r~, Field Orera/inn,: personne:l
;\IIcl I\t:t.nu 1('l~a,tli111~ tfiqri'-'ulc)r~ willi ~t~ ufff'ritll: :t $U"kc- \\'hl~h MIIJ.,.,~ ¢lJ~"'''IIC'' It' h3\'C:
-I WI) C'ellul:u I'hlm('$ W!lh ule ~3Jllt' f'hllnr Nu"nh~r!!!'

Cellut31 2-rlll~

F.xlcnd·A-(\"1I and
('~II,lI-.~n"

Othtr ~lI$inc~~ n"IIl~·.~ ve h(';n~ u~('t1 tty Incal cJi!-ltihultt,~ ,ctln, aJ al:~"l$ r(lf tht' ahc)\/t l:"mJ'anlc~ IfI

lO~·\'f.·,:tII)f nur mi1flcrr~. The ·s~/vi-:e· t,fftr,J l'lr 'hr...r u:'&Mi"ll,i')l\!'o i1w"I\"t,s th( u~t t\( a ('u",pltltr

illl~tf~('(' dev;l;c \U mudifv I:tI'llulnr phun~-: $0 .hal lht}' will elnuta\~ the ESl'J (l( :11\Nhcr I'ht,lnr. The'V

~tlf'I~' jVtJ)' Mile, ~d',IIIt· phllrtt<.

In response hi th,. induMf)"S ,,:,,'I\('trl\ Qvcr thili I';l\ut!, eTLA rl'prc."it"nfatilves ItI.:( witll thf rocc in
(l,:I..~C'r '<)97. Tne :m3dlrd leolter fr\1m tJl~ FfT en the CTIA rentC($ (tit" (lftklaJ pc)Slth'lrt (tf rh~ FCC'

-If 1$ II flQlatl(ln or Me.lfln 2.2,91$ or Che <,:rtmmIRtion's R,,'~ fur itll tndh'fdUl" ()r
rmllS'Rrry 10 Illt('r the £<)N (I' II (cthJIar pholl(' SQ 'hD' tht tf'ltphollt' cmulRtr.s ch. F..qN of
IIn1 nthft (t'f1"lttr I"I<-"lIor1(', MnffN)\ltr. Ie b a ,'Johnin" ur rll .. ('()U'lmlssion'S RllrCll 10
npfrlllf' It C,fllulnr eel(l~,holl(' thnl rnntbin.s .0 allo..od or copitd V-SN, If

I r",·..munC'lId 111:1( f':\l'h (If )'(1\1 retAin. t:'.IJ'lY u, (hili ItoUe, (rom Lhe FCC and make It ~\'nIl3hle IU y''lUI

mrr. :tJC'II''l, l('lnllers (and (t/SlomC(C) who might Inquirf N roceive ine,"irit' l"nUI tht h:eiriJnacy of
th~..e (yprs of Str'vic. r),(lviettl~ If )'nlJ h('ct,unt l\war~ of ;ndjviuui\l~ (It cnmp:tnh.·~ nfftring thc.\e
rlnuinp. ~t.rvict$, plt.\,ft cnh"'et 'fum Alm..~ al 206·:\61-!\08(,.



M.: Rhonda Wickham
,CtlluJar Bulin.u Mquln.e
9800 MetcI1f Avenuo
Ovtrllnd Park, XS 66212·2215

;u.- :.h. WiCL1lJT'!.:

There rte:ntly hu bltn an lnerwe !n th. lJ'i'lOUlit or &dvertlsini from complllle. ct!ttlni
''t't\'O·(en" I or one cellular mobllt number wltlt ~ phonea, Th"e c.cmp..."'lin often adv~rtiSf as
dlstrlh\l::m. reseHer" Ot' aae..."u o{t.Jse ·C T~o ?!\,'s~ 5ystem LoW claim to of1tt' I }e.lltlmate urvlce.
P 110 veniao r =:t .. ' CTt" all ~,e callulu carrier. and

.ufactU;,,~n which 1t represents would like C:llu:a: BUllneu Ma.U\~8 :0 :<.n~w :.~!t 'l1ore is CQ
,

, The "two·fer tl Jefvlces require the ccpylnJ or ~emulation" of or.e ~Ilulu phOflt'" ~Jectronlc
lulal numbM' (!SN) Into aoothtr cellular phone, Punuant to FCC rules, acellular phone's ESN
mUlt be let by the phOM" manu~aeturer, a.nd e&c.~ cellular phQne II rtqUl~ to ha.....o l J(unlquo"
_BSK The·C Two Plu," Iy.tem CQtT'Jptl a ce:lular phono's (w..,ry rtrmwU'iJ and overwrite! the

:',",_ 1qrt,lnal BSN,wlurf.hjSSN,or anodlor phoOJ~ ..~:', ,,";' , . ,", '
! :~ ~ . I :~. ;::. ..

: " ellA and tho Podtrr.l Communications Commi~f!on rece~tty:'correJponde~ about thla matter.
Plouo lee tho encloJed letters forfunher information', The,FCC 'maintalns; '" ~ ,

"It il • vlola£i<,n ot SectIOn %%.914 or the Coromlulon'. RuJe$ (or an JJldh-idua!
01' ~nSPlnY to a!ta" or cop)' the ESN or. ceUul~ telephone '0 thit tlJerelepb<Jne
emulatet the UN of Illy other ttltphone. II' .:" '. '".. , .:

, .' ~ . ".:' ..' .~.:. ;. ',~. . :. . ,.-"'" .' -. . - .. . " .. . ,-",

j ~ , eTIA'a Fraud Task l'Ofca work. with 'cellular' turl~rs to~c6mb&t the lndufttyl, 5300 mflllon' ",~.'
, r ·ceJIular fraud pro~lem.. t ~C Two Plu. ~ ,orvl~ c Ct'!ud b enlbUoJ anyon, with',

. ft'ludulent Intent 'w a valid me f rtum r comblnatlon to rtprQi I etliular phone with
, " ~~mobUe number andB3N or. ltlltlrrilco ~eUulat ,~blcrlb.r,~ ~o~t tltatparlon t

, ~o~,.nt or,
~WJedao, thoroby uu.ln, the .ub.cr!~t to be bm~ (or~ caU. mado by th~ frfudulent 1"),011'.. , '"

. ., .' .•• 1. •

,'or . ..::" •
; ......

'", ... '

'. " i
,,'

. '.. ":

I ask Cellular Suainen Maaulne to con,,lqttJh..t!'.£.fit1al rrn"a~~r chb uhlawfLll activity
'0_0' 0,JtlOtJI1I.a4.vcrUl1J\iJa.,thClC.QOmganfol, fir I may be 0 aiiYiiilifinCi:PJiiie QO natniiItiti
, '; ~ 'to. Contact me.at the number below. ,.,' , : . ','

Bnclosuroa

". , '

~~';'
, Er\~ HHI '.
Dlrtctor of lndultrY Sfcurity

. • '. • -I •. ~: ~ i'~: ..
'" ,','

, '

.: ..,

" '

Cellular Tel.c~mrt1unlc.tlon, Indu.iry A..ocl'tlon~·r" '
tt .. ' " •••• "'w: 'nIJnt l'loor. WuMn,101I, D.C. 100~' (2(m '15.0011' 'AX (20%) 71$·0121 ,



· .,.'

Febr.J:I.rj 24. 1993

Mr. Smart Crump
Cellular Saks & Marbring
P.O. Box i519
Herndon. VA 2:!C70

()~ar Mr. Crump-

Ther'~ r~"::~:lth has )yce.~ 0:' iilcreJ;"~ ::1 L1-),; am':'lJ:)( ,of 2:h-~rt:';if1f froG) c;1n'p:u~:::- c·~·'·;,~>.;~

"rwo·ft·rs·. ('I' ('nc ceiluhr me·:'::: ;;'Ji!ibt:r \'. :l~l t,;.·.:' rJj~~rc" T1Jo::se c,~-rrp3.ll;cs Cf!'::;l at!';I'r';~': a:
di~(ribllwrs. r:::sellers, or age:lts l)fth~ he '[·..... 0 Piu~' :;;ys(~m. ;"l~ld .:iajjll {C cffcr:\ i::giti:1!;:i.e s:':·\,~·:~.

Pka~e Set:: tIle mud-led 2d ... ~:·t'::e""ei;~ r-:>f e:-:n.:!'['ks. CTI.-\. anc the c~!lu:~;'" c~~';':-,5 2nd
manufac1'Jr~rs "hic~ :t r~preSCI:fS would lib~ C'et!u:;l; SJlcs & \brketing to kno\" l.h:n t~~~rUiJ}Q

lawful usc t~',::..iJ;iL~a·:; ;"

Tht' ·'t'I..O- fer" s(~r\'ices require the copying cr •emu l::.tj·JP.·' of one cellu be rhon~'S eIec.:trc,:;:..:
serial number (ESN) into nnotller cellular phone. Pursuant Lv FCC rJles, a cdlubr ph,j:l(;' s ESS
must be se~ by the phone's manuf3cturer, and each cellular phone is required to have a "unique"
ESN The "e Two Plus" system cormpts a cellular phone's factury fiqnware and ove:,,,,rit~s the
original ESN with the ESN of another phone.

CTf:\ and t,'le Federal Ccn-.municatlons Cornmission rccentlv corresponded about L'1:~: r.1att<:r.
Please see tne encl,-sed letters for funher information. The FCC rnaintains.

!lIt is a violation of Section 22.915 of the Commission's Rules for an indiyidu;;,l
or company to alter or copy the ESN or a cellular telephone so that the telepnone
emulates the ESN of any other telephone."

(TIA's Fraud Task Force works with cellular carriers to combat the industry's S300 million
cellular fraud problem. ~The ·C Two Plus N service can facilitate fr:Iud by enabling anyone \Vim :::

ru
aUdUlent intent and a valid_ ES N/mobile number combination to reprogram a cellular phone "",'ith

.. the mobile number and ESN of a legi~imate cellu!ar subscriber -- without that person's consent or
• knowledge, thereby cau.,illg tlle subscriber to be billed for the calls made by th~ fraudulent phone.

J ask Cellular Sales & Marketing to consider the potential impact of this unlawful activity
before granting advertising to these companies. If I may be of any assistance, please do no! hesitate
to contact me at dle number below.

Eric Hill
Director of Industry Security

Enclosures

Cellular Telecommunications Industry Association
\133 21 sl 51 !'oI \\ • Third FlOQr. Washington. D.C. 20036. (202) "18S-0081 • FAX (202) 18:5·072\

,
l.


